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REPORT BY UFFZ. KARRENBERG ON THE 
BANDWURM 

Attached is a oomplete translation of a report written at our 
request by Uffz, KiiRRENBERG, of OKH Gen. der N.A,, Gruppe VI dn the 
Russian "BANDWURLi" system. The report was written at CSDIC (UK) 
in September 1945. 

Previous reports by the KARRENBERG party have been issued 
as TICQH/l-30, 149, 157* 166, 167 and 168. 
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FUNDA’EENTAL HEMARKS ON THE "BANDWURM" 

EN CIPHERING SYSTEM 

The "Bandwurra' 1 is an endless, non-repeating column 
substitution. Encipherment is effected mechanically by , 
impulses according to the five impulses of the BAUDOT 
alphabet. According to the setting, the aipher teleprinter 
attachments modifies the individual out-going impulses , i.e, 
with positive setting of the cipher T/P attachment, each positive 
impulse becomes negative and vice versa. With negative setting, 
the positive impulses remains positive, the negative 
negative* 

i 

Outgoing impulse + - + - ' ! 

Cipher T/P attachment + + - - 

Transmitted impulse - + + - 


Thus the letter A, for instance, enciphered with the letter 
j] would produce the letter H. 

i 

A 4 - mi * 

u + + + + + j 

■ 

H -+ + +■ + 

For eaoh letter, therefore, there are 32 possibilities of 
enoipherment (Bee table on page following)* 

The oipher T/P attachment has two settings, one LARGE 
setting and one SMAL'j setting. The large setting 

! 

nOIHJIH BOJIEOIME j 

always gives a simple substitution, that is to say enoipherment 
always takes place with the same letter (the wheels of the oipher 
T/P attachment do not move). With the small setting 


noUUW MAMIE 


the substitution system changes from letter to letter - probably 
by movement of the wheels of the cipher T/P attachment - and an 
endless oolumn substitution is produced. 

The system can be broken when messages are received on the 
same key, and the key itself ha a been obtained from them. 


| • 
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. 1 


‘(b)(1) 

(b)(3) P.L 86-36 



very caref ully. It is not always easy to recognise messages 
They oocur: 


1) In traffic between the rooiprocal stations of a Uric 


This appear^ from 'the ''large" Betting, as well as 
from tne announcement of key and table. 


Example; 

OTABMM B OBE 17 


s, i 


Or: 


nOlUJIM B OBE 17 


Contact traffia of the T/p operators should also be watched. 
This often gives the setting away, aonstantly allows important 
conclusions to be drawn regarding key-idontity of the messages. 

• i 

Often the external picture presented by the messages is | 
such that it is only after lengthy investigation that they can Ibe 





For that reason, the traffia must always be 


If evidence of key-identity d oes not emerge from the setting 


;y dp 

announcement or from contact traffic ..I 


"wriurr 


traffic is running smoothly, and on days when a lot of material is 
transmi t ted, one can count on kev— identity b'ciner given awav hv 
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It requires a very practised eye to roebgriise such oases 
among thousands of letters. 

Often tho use of the letter shift key before. the 8 tart of a 
new message or a new paragraph also causes repeats to be formed. 

Suoh repeats are the most easily recognised. 


2) In messages of one and the same station : 


a) In repeats sent a t the request of the reciprocal station 
(watoh reciprocal traffic! )> 


The oontnot troffio 
which oomes first, enciphered on the "largo" setting, oon also, 
oocossionolly facilitate recognition of these repeats. I 

Example: SS-PLee-* ! 

hoium emi - wmsfwwmcww j 

Repeat; — : 

CTABJIIO CHOBA TBOK) EJffil -/- WWWWWWWW' 

b) When the reaiprbco], station has bad reoeption, 
the same setting iu sometimes used throe to four timefc. In this 


, enciphered aontaot traffic onn bo reckoned with. 


case 

of this night be as follows: 


Tho 


text 


TPTrTrTrrrTrTrTrTrTfTrTrTr 




TAMJIM - TAMJIK TEE TMJI TM I TMJI j TM TM TM 

TrCJIHJI A, I 123 TTCJIH# TrOJI^H • 

mi linn iniiiiimiit iiiiii mini : 


3 J[ECB SJfECt 3 flC 3 flC 3^0 3 J[C 

HyC KAK 

POEMM CTABKM 0 I 1 HTB HE. 111 JI 0 0 T BAC HE MO 
CHOBA CTABKM CHOBA ' 






(b)(1) 

(b)(3)-P.L. 86-36 


o) When the reoiprooal station gets out of phase (i.e. when 
the machine 8 at both the transmitting and receiv ing ends are not run ning 
together) « This likewise necessitates a repeat, P 


Reoeption of messages must be undertaken with the utmost 
oare. It must not be interrupted, and above all the automatic* 
starting switch (Dauerstart) must remain switohed on without | interruption. 
The key continues in phase during the longer paus es too. An y omission • 
nf rrlnhor tatt-ftm hy^nlrn -hhfi co mapne of the key, | | j 

I It is in any case advisable 

only to work on mossnges whioh have been perfectly received. 
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H B T ID I II M LI D H K II IS 

■E H T JI H 3 H H H II L Mi B 

E B HI D H 3 ; - 4- . (( 

0 I ( , G| JL 3 4 & , 4^<f 

3 b h ii y ii y n X H c ^ b d 

fl ID 10 JI V b : in K I, I H 

7 fo 9 2 0 - - / 0 K 10 BI P 
BHEBJIPPrEOrP c 


-6- TICQM/l-169 

KJCK3XKAB JI B 10 JI IJ H I 
E ’ 4 m 9 ySDBCODKnD 
8^ <;• 5 111) m 1 2 + 8 8 4 6 

- £ N? 3 / IH 5 g ? ^ : * 5 P 

h ii io h o y h o ii y 3 n k e 3 l 

II M ^ 3 6 - 4 ( ; I . 2 = ? 3 

m I 3 H y B y M C A 0 H A 3 0 § 

X H C $ ID H T 



Clear Text ; 

Ms Ceft$a N03I2/3I 2/16 14 7 43 Hetfo - reHepaji Maftopy 
KosjioBCKOMy - OTKOMaHflHpoBaH noflnojrKOBHHK JliflaHOB BanieMy 

« • i • 

jin^HOMy pacnopfl«eHHio npHdy .fleT 15 hiojih 1943 ro^a. KpacHH - 
N? 312/31 2/16 14/7 ToJiydoBa 
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Clear Text; 


J!8 Cetf^a 316/ ! ^I -1 / 2 3 14/7/43 He<5o - TeHepajiy npoKO&BeBy 
Arrrrapa'PH c yjiymneHHofi PKpaHKpOBicoft bhcjiq.hu 12/7 
npoBepiitfB HMeromnec/1 b paOoTe h narh tohhhK on'HBT a nx 
)a(5oT© h otfHapyweHHHX fle&eKTax KaiUHH - N? 316/31 4/16 
'7 - TojiydoBa 2047 


Errors oanoelled by using the figure shift (*tf) of )" • Thus 
in cancellation 4- jiul’i Ml would be enciphered. 


| 


In the example given, the final group 4/1 6 is wrong - the 
last groups mu3t be repeated; ! 


3KH0K N? 316/31 4/13 


14/7/4 


- TojiytfoBa 2047 
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A 6 5 f A fX3HlO^ AMHOHP CTy<|>)(U^lUblbfl 1 4 S / 

A pH 4 fflXO^K byB I HblTCMr 6 5 4 P 3 f Oiu HA 

6 U / M I 4 > C H 4 A TH)BbX 35 *KUJEOAbiy H H ^ r ^ P 6 
BK)M/PKC4>ybA^u544^rE^J^HA0nXHT5-M 15 
rxiP/y*-bK4>bl3W5'CU>T&HnAMA0Afl | 0*iij6EMr 
A^<y/mOPX*BCT1 4^3AMrAHEH I b bl 6 UJ 0 n £ 

£ p(J>C 4 U/MH I TAK^PyblH BK)061UA3 xns A H f b £ 

J KCHlOM/XPAAflE I no H 6UblB3 TiiJH yr* A H 5 4 * 

3 b n y K p H X / IC H r 41 U M C 6 A o ] BbliHE M^A s t A d 3 

M y 4 b 4> X I P K} / 3 binHf4flA3(t SHAT A tU T U, K 8 0 £ B C H 

(OB A A d H ^ 3/4>5U«U5'4XqEt>KPM I H r J c H n 0 K) 
K)|TA3BAArtH4>/£flOH b L1.5 P H)b C ASuXMRmlUK 
APlJOUHCKpApBE / A y P HO 0 T b t 10 * bi 3 X A 

MA&6yTJf£liJHUflA/Hbiyi $ A n C H K) X 3^0 4 K P b £ M ‘ 

H n b 4 C H p I UMIUO^ /< AE rXAfT3ZiOH6bl^0 ( bH 

0 i x h u 4 yncfl shpwk /ika 3 b e uj 6 r b<j>m_thaavoo 

n H 3 ill T5 bl 0 5 . A 4 I 1AJA * / xV rA V C b 4> B E lA P KlOAn 

p bi 5 r e 3 HHA*xyo i e a« / 4iok bwn u t A4mM c & p 

c T * E H ABbOIflLlBir 3x4/AHMnKyb|t0|Wb PHC 

TCKflnMtoum 6^XbrillA/rAHMP40B3biy T 
yHlJJ3ArOblBAbPHnA£MKH5/X(j>4CBK|0|»4Ty 
^£*HA5bbirKK)TC5liJHbMAX/yqn03 P 4 4 I H $ 

X rob a n ui 3 ^ a p bsHTbctonH^y/iME bkau^ax 

U6AA OE^THiDPAC ft 40 3TbHKJt4>3 I /PHSn4>xyWU 
H 5 bio AN 3 lU £ T | 4 rxAB ^ y H C nn P / ^l 5 H b «)K A H 

w 4 y n q i xHMuHSb3w4>BTUP&OEiA#/CA.rAAKLu 
y ph x iObn y 4 >xr h i opm eauj^ * 3 0 s 6 c /ah at mil 

"b 3 H H y 5T A B y x'liJ 4 6T U, <$> I 0(0 P K'n p a'/^’CM 6"b’i 

flEATU)6AAS0CM*Xy UPflKJBI U* 0 b.r H4/yx 3^1 

1 ors BUJHHTE.HnWPjf AKMb3fl4 4 X»A AC y /<^bl 

4 - 1 I 1 H H E O r f A B n H 3 b 8 A(OC Pbiu I y K A .7 M X <J> / 2 * 4 

s h P' i Mnb^flcoioxr4 ioobh; thawaxue' 3 & afe/s 

/A B Br A E * 3 M (OK A h H 0 n P CT y <b X U H HI bl b fl[ 4 S. / 
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Pages 8 -24 redacted 
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I 

1 ) Recoc reports 

i 

a; Reports from Front HQ 1 s to GHQ. Statements on own 
positions and situation, enemy situation, statements by P/Vs, 
Sigint reports. 

b) Summarized reports. for gonoral information of Front 
HQ f s inaued by G.H.Q. Moscow. 

o) Reports for TASS and SOVINTORMBUREAU from Front HQ's 
or from war correspondents. Front line reports of every kind. 


2) Reports and orders regarding the signals network of 
GHQ and the Front HQ's. 

3) Letters between the personnel section of GHQ and the 
personnel sections of the Front HQ's, concerning postings, 
transfers, promotions etc. 

4) Messages dealing with supplies. Rear area services* traffic. 

5) Met service. Weather situation and forecasts. 

On the air forces' network: 

1) Meteorological service. 

2) Communications of the section dealing with rear 
area services (supplies, personnel matters). 



